HIPAA NOTICE OF PRIVACY PRACTICES

YOUR INFORMATION. YOUR RIGHTS. OUR RESPONSIBILITIES.

This notice describes how medical information about you may be used and disclosed and how you can get
access to this information. Please review it carefully.

YOUR RIGHTS

You have the right to:
o Get a copy of your paper or electronic medical record
e Correct your paper or electronic medical record
e Request confidential communication
e Ask us to limit the information we share
o Get a list of those with whom we’ve shared your information
e Get a copy of this privacy notice
e Choose someone to act for you

o File a complaint if you believe your privacy rights have been violated

YOUR CHOICES

You have some choices in the way that we use and share information as we:
e Tell family and friends about your condition
e Answer coverage questions from your family and friends
e Provide disaster relief
e Include you in a hospital directory*
e Provide mental health care
e Market our services and sell your information*
o Raise funds*

OUR USES AND DISCLOSURES

We may use and share your information as we:
e Treatyou
e Help manage the health care treatment you receive
¢ Run our organization

e Pay for your health services
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e Administer your health plan

e Help with public health and safety issues

e Do research

e  Comply with the law

e Respond to organ and tissue donation requests and work with a medical examiner or funeral director
e Address workers’ compensation, law enforcement, and other government requests

¢ Respond to lawsuits and legal actions

YOUR RIGHTS

When it comes to your health information, you have certain rights. This section explains your rights and
some of our responsibilities to help you.

Get an electronic or paper copy of your medical record
e You can ask to see or get an electronic or paper copy of your health and claims records and other health
information we have about you, but not including certain information designated by law, such as
psychotherapy notes. Ask us how to do this.

o We will provide a copy or a summary of your health information and claims records, usually within 30
days of your request. We may charge a reasonable, cost-based fee.

Ask us to amend your medical record

e You can ask us to amend health information and claims records about you that you think are incorrect or
incomplete. Ask us how to do this.

o We may say “no” to your request, but we’ll tell you why in writing within 60 days.
Request confidential communications
e You can ask us to share health information only to certain individuals involved in your care (for example,
family members or friends). You also can ask us to contact you in a specific way (for example, home or
office phone) or to send mail to an alternate address designated by you.
o We will say “yes” to all reasonable requests.

e Ask us to limit what we use or share

e You can ask us not to use or share certain health information for treatment, payment, or our operations.
We are not required to agree to your request, and we may say “no” if it would affect your care.

e If you pay for a service or health care item out-of-pocket in full, you can ask us not to share that
information for the purpose of payment or our operations with your health insurer. We will say “yes”
unless a law requires us to share that information.

Get a list of those with whom we’ve shared information

e You can ask for a list (accounting) of the times we’ve shared your health information for six years prior to
the date you ask, who we shared it with, and why.
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o We will include all the disclosures except for those about treatment, payment, and health care operations,
and certain other disclosures (such as any you asked us to make). We’ll provide one accounting a year
for free but will charge a reasonable, cost-based fee if you ask for another one within 12 months.

Get a copy of this privacy notice

e You can ask for a paper copy of this notice at any time, even if you have agreed to receive the notice
electronically. We will provide you with a paper copy.

Choose someone to act for you

¢ If you have given someone medical power of attorney or if someone is your legal guardian, that person
can exercise your rights and make choices about your health information.

o We will make sure the person has this authority and can act for you before we take any action.
File a complaint if you feel your rights are violated

e You can complain if you feel we have violated your rights by contacting us using the information at the
bottom of this page.

e You can file a complaint with the U.S. Department of Health and Human Services Office for Civil Rights
by sending a letter to 200 Independence Avenue, S.W., Washington, D.C. 20201, calling 1-877-696-6775,
or visiting www.hhs.gov/ocr/privacy/hipaa/complaints/.

o We will not retaliate against you for filing a complaint.

YOUR CHOICES

For certain health information, you can tell us your choices about what we share. If you have a clear
preference for how we share your information in the situations described below, talk to us. Tell us what you want
us to do, and we will follow your instructions.

In these cases, you have both the right and choice to tell us to:

e Share information with your family, close friends, or others involved in your care or in the payment for
your care

e Share information in a disaster relief situation

e Include your information in a hospital directory*
If you are not able to tell us your preference, for example, if you are unconscious, we may go ahead and
share your information if we believe it is in your best interest. We may also share your information when
needed to lessen a serious and imminent threat to health or safety.
In these cases, we never share your information unless you give us written permission:

e Marketing purposes

e Sale of your information

e Most sharing of psychotherapy notes

In the case of fundraising:

o We may contact you for fundraising efforts, but you can tell us not to contact you again.*
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YOUR RIGHTS AND CHOICES REGARDING SUBSTANCE USE TREATMENT
INFORMATION

If you are seeking, applying for or receiving alcohol or substance use treatment, that related information is further
protected by more stringent federal law. Generally, First Sun EAP may not say to a person outside First Sun
EAP that you have applied for or participate in an alcohol or drug use treatment program, or disclose any
information identifying you as an alcohol or drug user unless:

1. You consent in writing
2. The disclosure is allowed by a court order or

3. The disclosure is made to medical personnel in a medical emergency or to qualified personnel for
research, audit, or program evaluation.

However, federal law and regulations do not protect any information about a crime committed by you either at the
program or against any person who works for the program or about any threat to commit such a crime, or about
suspected child abuse or neglect from being reported under state law to appropriate state or local authorities.

OUR USES AND DISCLOSURES

HOW DO WE TYPICALLY USE OR SHARE YOUR HEALTH INFORMATION?
We typically use or share your health information in the following ways:
Treat you and help manage the treatment you receive
o We can use your health information and share it with other professionals who are treating you.

Example: A doctor treating you for an injury asks another doctor about your overall health
condition.

Example: A doctor sends us information about your diagnosis and treatment plan so we can
arrange additional services.

Pay for your health services
o We can use and disclose your health information as we pay for your health services.

Example: We share information about you with your provider to coordinate payment for your
services.

Run our organization

e We can use and share your health information to run our business, improve your care, and contact you
when necessary.

Example: We use health information about you to manage your treatment and services.
Administer your plan
o We may disclose your health information to your health plan sponsor for plan administration

Example: Your company contracts with us to provide a health plan, and we provide your company
with certain statistics to explain the fees we charge.
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HOW ELSE CAN WE USE OR SHARE YOUR HEALTH INFORMATION?

We are allowed or required to share your information in other ways — usually in ways that contribute to the public
good, such as public health and research. We have to meet many conditions in the law before we can share your
information for these purposes. For more information

see: www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/index.html.

Help with public health and safety issues
We can share health information about you for certain situations such as:
e Preventing disease
e Helping with product recalls
e Reporting adverse reactions to medications
e Reporting suspected abuse, neglect, or domestic violence
e Preventing or reducing a serious threat to anyone’s health or safety
Do research
e We can use or share your information for health research.
Comply with the law

o We will share information about you if state or federal laws require it, including with the Department of
Health and Human Services if it wants to see that we’re complying with federal privacy law.

Respond to organ and tissue donation requests and work with a medical examiner or funeral director
o We can share health information about you with organ procurement organizations.

¢ \We can share health information with a coroner, medical examiner, or funeral director when an individual
dies.

Address workers’ compensation, law enforcement, and other government requests
We can use or share health information about you:

e For workers’ compensation claims

e Forlaw enforcement purposes or with a law enforcement official

¢ With health oversight agencies for activities authorized by law

e For special government functions such as military, national security, and presidential protective services
Respond to lawsuits and legal actions

o We can share health information about you in response to a court or administrative order, or in response
to a subpoena.

EXCEPTION: Substance abuse information can only be disclosed in response to a court
order, not just a subpoena.
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OUR RESPONSIBILITIES

We are required by law to maintain the privacy and security of your protected health information.

We will let you know promptly if a breach occurs that may have compromised the privacy or security of
your information.

We must follow the duties and privacy practices described in this notice and give you a copy of it.
We will not use or share your information other than as described here unless you tell us we can in

writing. If you tell us we can, you may change your mind at any time. Let us know in writing if you change
your mind.

For more information see: www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/noticepp.html.

CHANGES TO THE TERMS OF THIS NOTICE

We can change the terms of this notice, and the changes will apply to all information we have about you. The new
notice will be available on our web site. Upon request we will send you one via email or post.

*Special Notes:

We do not produce a hospital directory
We do not sell your information
We do not contact you about fundraising activities

Where South Carolina laws are more stringent than HIPAA in regards to mental health services, those
laws apply

Where the Substance Abuse Confidentiality requirements are more stringent than HIPAA or South
Carolina law, those requirements apply

Effective Date of this Notice: February 7, 2018
CONTACT US WITH YOUR QUESTIONS AND CONCERNS

ATTN: Privacy Officer

First Sun EAP

2700 Middleburg Drive, STE 208
Columbia, SC 29204
1-800-968-8143
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Language Assistance Services

ATTENTION: If you are a non-English speaker, free language assistance services are available to you.
Call 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

Espafiol (Spanish): ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia
lingiiistica. Llame al 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

BHE S (Chinese): TEE : ARG B S, BRI LGB ESESERE, 55E 1-800-968-
8143 (TTY: 1-800-676-3777 or 711).

Tiéng Viét (Vietnamese): CHU Y: Néu ban n6i Tiéng Viét, c6 cac dich vy hd trg ngdn ngit mién phi danh cho
ban. Goi s6 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

@r0] (Korean): 7-91: @30] % ALG8HA = 45, Qlo] A QAu| 28 P o] &544 5 AU 1-
800-968-8143 (TTY: 1-800-676-3777 or 711). H o2 A 3}3)] T4 A L.

Tagalog (Filipino): PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo ng
tulong sa wika nang walang bayad. Tumawag sa 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

Pycckuin (Russian): BHUMAHUE: Ecnu Bbl rOBOpUTE Ha PYCCKOM SI3bIKE, TO BaM JOCTYITHBI OeCIUIaTHBIC
yciyru nepesofa. 3sonute 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

4w 2l (Arabic): &2 8143-968-800-1 ad_» Juail  laalls ll Ja1 ¢35 &y galll sacbusall ladd (o Aalll S Eaaati i€ 1) 3ds gala
(TTY: 1-800-676-3777 or 711): & aall 241

Kreyol Ayisyen (French Creole): ATANSYON: Si w pale Kreyol Ayisyen, gen sévis éd pou lang ki disponib
gratis pou ou. Rele 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

Francais (French): ATTENTION: Si vous parlez francais, des services d'aide linguistique vous sont proposés
gratuitement. Appelez le 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

Polski (Polish): UWAGA: Jezeli méwisz po polsku, mozesz skorzysta¢ z bezptatnej pomocy jezykowe;.
Zadzwon pod numer 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

Portugués (Portuguese): ATENCAO: Se fala portugués, encontram-se disponiveis servicos linguisticos, gratis.
Ligue para 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

ltaliano (ltalian): ATTENZIONE: In caso la lingua parlata sia l'italiano, sono disponibili servizi di assistenza
linguistica gratuiti. Chiamare il numero 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

Deutsch (German): ACHTUNG: Wenn Sie Deutsch sprechen, stehen Thnen kostenlos sprachliche
Hilfsdienstleistungen zur Verfligung. Rufnummer: 1-800-968-8143 (TTY: 1-800-676-3777 or 711).

HARE (Japanese): TEE SR : BAGEARE SN S0, MRIOFRESURE TRMNZ 20 £97, 1-800-
968-8143 (TTY: 1-800-676-3777 or 711). £ T, BHEHII T ITHEHAZE L 2 &0,

= (Farsi — Persian): -800-1 o 2 80, e (51 9801 < e Al ) Bl i€ (o K38 i jld (L) 2 S e s
968-8143 (TTY: 1-800-676-3777 or 711). 8 (= 244 L
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